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This policy applies to all pupils, employees, volunteers, agency staff, contractors, visitors, members of the Executive Board and any other person authorised to use Earley Springs devices, networks, systems, accounts or digital services.
[bookmark: _jhqvuatlyedj]Introduction
Digital technology supports teaching, communication, assessment, administration and pupils’ preparation for adult life at Earley Springs. The school is committed to enabling safe, purposeful and inclusive access to technology while protecting pupils, staff, school systems and personal information from online harm, misuse and cyber-security threats.
This policy sets out the standards of conduct expected whenever a person uses school-owned technology, school networks, internet access, cloud services, email accounts, communication systems or other digital services provided or authorised by Earley Springs.
Acceptable use is an important part of the school’s safeguarding arrangements.It does not replace the Safeguarding and Child Protection Policy, Staff Code of Conduct, Data Protection Policy, Mobile and Smart Technology Policy or cyber-security procedures and must be read alongside them.
All use must be lawful, educationally appropriate, professionally responsible and consistent with the values and safeguarding expectations of Earley Springs.
[bookmark: _oq03elvo1i26]Legal and Regulatory Framework
This policy has been developed with regard to the Education (Independent School Standards) Regulations 2014, Keeping Children Safe in Education 2026, the Equality Act 2010, the Data Protection Act 2018, Data (Use and Access) Act 2025, UK GDPR, the Computer Misuse Act 1990, the Copyright, Designs and Patents Act 1988, the Human Rights Act 1998, the Protection from Harassment Act 1997, the Malicious Communications Act 1988, the Communications Act 2003, the Online Safety Act 2023 and the Department for Education's current digital and technology standards, including the Filtering and Monitoring Core Standard, and relevant statutory and non-statutory guidance.
This policy supports compliance with Part 1 of the Independent School Standards concerning curriculum and online-safety education, Part 3 concerning pupil welfare and safeguarding, Part 4 concerning suitability of staff where misuse raises conduct concerns, Part 6 concerning information and Part 8 concerning effective leadership and management.
Earley Springs will take account of advice issued by Kent safeguarding services where relevant. As an independent school, Earley Springs remains responsible for its own systems, risk assessments and legal compliance and does not assume that KCC provides or approves its filtering, monitoring or technical arrangements unless a specific service has been commissioned.
[bookmark: _inz8e8ylcef7]Purpose
The purpose of this policy is to ensure that technology is used safely, responsibly and effectively; safeguard pupils from harmful and inappropriate online content, contact, conduct and commercial risks; protect personal and confidential information; maintain the security and availability of school systems; support lawful and appropriate professional practice; and provide clear procedures for reporting and responding to concerns.
The school recognises that its pupils may be particularly vulnerable to online grooming, exploitation, scams, harmful content, manipulation, misinformation, compulsive use and communication misunderstandings. Expectations and teaching will therefore be adapted to pupils’ ages, communication profiles, cognitive needs, sensory needs and individual vulnerabilities.
[bookmark: _y680e1t6qltr]Data Protection and Confidentiality
· Personal data must only be accessed, used, shared and retained for a legitimate and authorised school purpose. Users must follow the Data Protection Policy, privacy notices, records-retention arrangements and instructions issued by the Data Protection Officer.
· Confidential pupil, family or staff information must not be stored on personal devices, personal email accounts, unapproved cloud storage, personal messaging applications or removable media unless expressly authorised and appropriately secured.
· School information must only be shared with individuals who are authorised to receive it. Before sending information, users must check recipients, attachments and any copied addresses carefully.
· Personal data must not be downloaded, photographed, copied, printed or removed from school unless this is necessary, authorised and appropriately protected. Paper and electronic records must not be left visible or accessible to unauthorised people.
· Suspected loss, unauthorised access, accidental disclosure, misdirected email, compromised account or other personal-data breach must be reported immediately to the Data Protection Officer and Headteacher. Where the concern may affect a pupil’s safety, it must also be reported to the DSL.
· School business and pupil information must only be handled through school-approved devices, accounts, applications and services unless the Headteacher has expressly authorised an alternative following appropriate safeguarding, data-protection and security consideration.
[bookmark: _42mbhhy95pv4]Roles and Responsibilities
The Proprietor retains overall strategic responsibility for ensuring that appropriate filtering and monitoring arrangements are in place and that the school's arrangements meet current safeguarding and digital technology standards. The Executive Board provides scrutiny, challenge and assurance regarding the effectiveness of these arrangements. A member of the senior leadership team and an identified representative of the Executive Board will have specific responsibility for ensuring that the Department for Education filtering and monitoring standards are met.
The Headteacher has overall operational responsibility for implementing this policy, allocating sufficient resources, approving digital services and ensuring that staff understand their responsibilities. The Headteacher will work with the DSL, IT provider or technical lead and the identified Executive Board representative to ensure that filtering and monitoring arrangements remain appropriate to the school's risk profile.
The Designated Safeguarding Lead has responsibility for online safeguarding. The DSL ensures that online-safety risks are reflected in safeguarding arrangements, responds to monitoring alerts and safeguarding incidents and reports significant concerns to the Headteacher and appropriate agencies.
The IT provider or technical lead is responsible for the technical implementation, maintenance and security of systems, including filtering, monitoring, account management, software updates, backups and cyber-security controls. Technical staff do not make safeguarding decisions unless they also hold an authorised safeguarding role.
The Data Protection Officer advises on lawful data processing, information security and data-breach management.
Staff are responsible for modelling safe and professional behaviour, supervising pupils appropriately, following security procedures, reporting concerns and ensuring that their use of technology is consistent with the Staff Code of Conduct.
All users must follow this policy, protect account credentials, report accidental or inappropriate access and use systems only for authorised purposes.
[bookmark: _vgxmszqyarh5]Online-Safety Risk Assessment
The school will complete and review an online-safety risk assessment at least annually. The assessment will consider the ages, needs, communication profiles and vulnerabilities of pupils; the technology and services in use; emerging online harms; staff access; remote access; personal devices; social media; artificial intelligence; cyber-security; and the effectiveness of filtering, monitoring and supervision.
The risk assessment will be reviewed sooner following a significant incident, introduction of a new system or service, change in pupil needs, identified weakness or update to statutory guidance.
Findings will inform staff training, curriculum teaching, filtering and monitoring settings, pupil supervision, acceptable-use agreements and the School Improvement Plan.
[bookmark: _h127g8m7q9nm]Safe and Responsible Use
School technology and internet access are provided to support education, communication and legitimate school activity. Users must behave respectfully and lawfully and must not use school systems to bully, harass, discriminate, threaten, deceive, exploit or cause harm.
Pupils will receive developmentally appropriate teaching about safe online behaviour, privacy, consent, reliable information, scams, harmful content, digital footprints, online relationships, image sharing, cyberbullying, reporting concerns and seeking help.
Staff must guide and supervise pupils in accordance with the activity, pupils’ needs and the relevant risk assessment. Filtering and monitoring systems support safeguarding but do not replace appropriate teaching, professional curiosity or active supervision.
Access will be personalised and proportionate. Pupils will not be denied meaningful curriculum access solely because of disability or SEND. Reasonable adjustments and supported access will be used where necessary.
Internet access is an educational resource and an important part of pupils’ preparation for life. Restrictions or loss of access will be proportionate, time-limited where appropriate and balanced against the pupil’s educational and communication needs.
[bookmark: _4m5nvne0kyp2]Filtering and Monitoring
Earley Springs will maintain filtering and monitoring arrangements appropriate to the school’s pupils, curriculum and identified risks. Filtering will block harmful and inappropriate content without unreasonably restricting legitimate teaching, learning, safeguarding research or professional activity.
The school will assign clear responsibility for managing filtering and monitoring. The DSL will receive appropriate reports and alerts, while technical staff will maintain the systems and escalate concerns in accordance with agreed procedures.
The school's monitoring arrangements will include appropriate routine review of monitoring information and prompt escalation of high-risk safeguarding or technical alerts. As a minimum, monitoring arrangements will provide for weekly review of relevant reports and immediate escalation where an incident is identified as high risk. Actions taken and outcomes will be appropriately recorded.
Filtering and monitoring arrangements will be reviewed at least annually by the DSL, Headteacher, IT provider or technical lead and a representative of the Proprietor or Executive Board. The review will consider system effectiveness, categories blocked, monitoring coverage, pupil needs, devices, guest access, remote use and any incidents or attempts to bypass controls.
Access to monitoring reports and data will be restricted to authorised personnel who have received appropriate training. A Data Protection Impact Assessment will be completed before introducing a new technical monitoring system or making significant changes to existing monitoring arrangements. Relevant privacy notices will explain what activity is monitored, why monitoring takes place, who may access the information and how long monitoring information is retained.
Staff will receive training so that they understand what is filtered and monitored, how alerts are handled, what to do if systems fail and how to report concerns.
Users should understand that activity on school systems may be logged, monitored and reviewed for safeguarding, security, operational and legal purposes. Monitoring will be lawful, proportionate and explained through privacy notices and acceptable-use agreements.
The school's filtering provision will meet current Department for Education technical expectations, including implementation of appropriate Internet Watch Foundation (IWF) and Counter-Terrorism Internet Referral Unit (CTIRU) blocklists. These statutory safeguarding controls must not be disabled or overridden by school users or administrators.
Where access to restricted content is required for a legitimate curriculum, safeguarding or professional purpose, it must be requested through the authorised process. Temporary changes must be documented, time-limited and restored when no longer required.
The annual review will consider whether the school's filtering and monitoring arrangements are capable of responding appropriately to real-time, dynamic, personalised and AI-generated content and whether any limitations create additional safeguarding risks. Where generative AI products are introduced, their safeguarding implications will be assessed as part of the school's approval and risk-assessment process.
[bookmark: _7brgz3ost4ia]Failure or Weakness of Filtering and Monitoring
Any suspected failure, gap or weakness in filtering or monitoring must be reported immediately to the DSL, Headteacher and IT provider or technical lead.
Where systems are unavailable or ineffective, leaders will assess whether internet access should be restricted or suspended until safe arrangements are restored. Temporary control measures may include increased supervision, limiting devices or disabling particular services.
Significant failures will be recorded, investigated and used to review technical controls, risk assessments and staff practice.
Expectations for use
School systems are provided primarily for authorised educational, professional and school-related purposes. Appropriate use includes curriculum research, communication, careers and Preparation for Adulthood, development of digital skills, supported recreational or regulation activities where authorised, and other legitimate school activity.
Users must respect copyright, intellectual property, privacy, confidentiality and the rights of others. Staff may make limited personal use of school systems only where permitted by the Staff Code of Conduct and where this does not interfere with their duties, create additional cost or risk, or breach school policy.
Legitimate teaching, safeguarding or professional research may occasionally require access to sensitive material. Such access must be planned, proportionate and authorised through the school's agreed filtering-review process. Where pupils are involved, the activity must be age-appropriate, appropriately supervised and supported by relevant risk assessment and safeguarding consideration.
[bookmark: _l2hsacthcxxa]Personal Devices and Bring Your Own Device
Staff must only use school-approved devices to take photographs, videos or recordings of pupils and must do so in accordance with safeguarding, data-protection and consent requirements. Personal devices must never be used to photograph, film or record pupils. The use and storage of personal mobile phones and smart devices around pupils will be governed by the Staff Code of Conduct and Mobile and Smart Technology Policy.
Pupils may only bring or use personal devices where this has been authorised through school procedures. Any authorised device use must comply with this policy, safeguarding expectations and individual pupil arrangements.
Personal hotspots, tethering or mobile data must not be used to bypass the school’s filtered network.
Visitors and contractors will use designated guest access where available and must comply with relevant security and acceptable-use expectations.
[bookmark: _prj8pd8rgzic]Remote Access, Home Working and Online Teaching
Remote access to school systems must take place through approved devices, accounts and secure services. Staff must take reasonable steps to prevent family members or others from viewing confidential information or accessing school devices.
Confidential discussions must not take place where they can be overheard. Screens and paperwork must be positioned securely and devices must be locked when unattended.
Online teaching, meetings and communication must use approved platforms and professional accounts. Staff must follow the same safeguarding, conduct, recording, dress and professional-boundary expectations that apply on school premises.
One-to-one online communication with pupils must be authorised, planned and undertaken through approved arrangements. Personal accounts, telephone numbers and messaging applications must not be used.
Recording of online sessions is only permitted where authorised, necessary and compliant with safeguarding, data-protection and retention requirements.
[bookmark: _1g6ke5b7uc8l]Social Media, Messaging and Online Communication
[bookmark: _wq7j2k36mmxl]Staff must maintain professional boundaries in all online communication. They must not communicate with current pupils through personal social-media accounts, personal telephone numbers, gaming platforms, private messaging applications or personal email accounts.
[bookmark: _wq7j2k36mmxl]Staff must not accept or initiate social-media connections with pupils unless the platform and activity have been formally approved for a specific educational purpose.
[bookmark: _wq7j2k36mmxl]School communication with parents, pupils and professionals must take place through approved channels and accounts. Staff must not discuss confidential school matters or identify pupils through personal social-media activity.
[bookmark: _wq7j2k36mmxl]Users must not create accounts, pages or groups using the Earley Springs name, logo or identity without authorisation.
[bookmark: _s7mro8ucaq77]Any online communication that raises a safeguarding concern must be preserved and reported to the DSL without delay.
[bookmark: _hx8f5ifcicfb]Accessibility and Pupil Understanding
Acceptable-use expectations will be taught and communicated in ways that pupils can understand. Earley Springs will provide accessible agreements using plain language, symbols, photographs, social stories, AAC, modelling, repetition and other personalised communication methods.
Staff will consider whether apparent misuse results from communication differences, limited understanding, impulsivity, sensory seeking, distress or another SEND-related need. This does not remove the need to safeguard pupils or protect systems, but responses will be proportionate, educational and informed by individual needs.
Pupils will be taught how to stop, close, block and report online content or contact that worries them and how to identify trusted adults who can help.
[bookmark: _e2dunlhnk0l9]Reporting Concerns and Incidents
Users must immediately report accidental access, harmful content, suspicious contact, cyberbullying, sexualised material, online grooming, threats, scams, extremist content, data loss, account compromise or attempts to bypass security.
Safeguarding concerns must be reported to the DSL. Technical issues must be reported to the IT provider or technical lead. Data-protection incidents must be reported to the DPO. Where more than one category applies, all relevant leads must be informed.
Staff must not independently investigate a safeguarding concern, search a pupil’s account or device without authority, or circulate harmful content. Evidence should be preserved without unnecessary viewing, copying or distribution.
The Headteacher and/or DSL will determine, in accordance with the nature of the concern and applicable safeguarding procedures, whether referral or reporting to parents or carers, children's social care, police, LADO, CEOP, the Internet Watch Foundation, the Information Commissioner's Office or another appropriate agency is required. Where statutory guidance establishes a specific reporting route, that route will be followed.
Illegal sexual imagery involving a child must never be printed, copied, saved to a personal device or forwarded. Staff must follow the school’s safeguarding procedures and current national guidance.
[bookmark: _t0fpz82kd9zs]Artificial Intelligence
Generative artificial intelligence may only be used for authorised educational or professional purposes and in accordance with school guidance.
Staff and pupils must not enter personal, confidential, safeguarding, commercially sensitive or identifiable pupil information into public or unapproved artificial-intelligence systems.
AI-generated material must be checked for accuracy, bias, suitability, copyright implications and safeguarding risk before it is used or shared. Users remain responsible for the content they submit under their name and must not present AI-generated work dishonestly.
Artificial intelligence must not be used to create, alter or distribute harmful, sexualised, deceptive or humiliating images, recordings or representations of any person.
Staff must not use AI as the sole basis for safeguarding, assessment, disciplinary, recruitment or other significant decisions about pupils or employees.
The school will teach pupils, where developmentally appropriate, that AI systems may provide inaccurate, biased or manipulated information and may be used to create convincing false content.
Any generative AI product proposed for use by the school will be considered against current Department for Education generative AI product-safety standards and the school's safeguarding, data-protection and cyber-security requirements before approval.
[bookmark: _98cc28y8pepb]Cyber Security
Users must protect school systems by using strong and unique passwords, enabling multi-factor authentication where provided, locking screens when unattended and installing updates when instructed.
Passwords and security codes must never be shared. Users must not approve an unexpected authentication request or disclose credentials in response to an email, message or telephone call.
Suspicious emails, links, attachments, payment requests, login prompts or unusual system activity must be reported immediately and must not be forwarded to colleagues unless instructed.
Only authorised software and services may be installed or connected. Users must not alter security settings or connect unapproved storage devices.
School data must be backed up and restored in accordance with the school’s cyber-security and business-continuity arrangements.
All suspected phishing, malware, account compromise, unauthorised access or other cyber-security incidents must be reported immediately to the IT provider or technical lead and Headteacher. The DSL and DPO must also be informed where pupil safety or personal data may be affected.
[bookmark: _nd6b6sobskpp]Prohibited Use
Users must not deliberately access, create, store, send, publish or share content that is illegal, abusive, threatening, discriminatory, extremist, pornographic, sexually explicit, violent, hateful, defamatory or otherwise harmful or inappropriate.
Users must not:
· bully, harass, intimidate, impersonate or target another person;
· attempt to bypass filtering, monitoring, device management or other security controls;
· use another person’s account or disclose their own login credentials;
· install unauthorised software, browser extensions, virtual private networks or applications;
· connect unauthorised devices, storage media or equipment to school systems;
· deliberately introduce malware, interfere with systems or test security without written authority;
· access, alter or delete another person’s files or records without authorisation;
· use school systems for gambling, illegal activity, unauthorised commercial activity, personal financial gain or political campaigning;
· photograph, record or distribute images or information about pupils or staff without authority;
· use anonymous accounts, public chatrooms, dating platforms or unapproved messaging services;
· share passwords, multi-factor authentication codes or security information;
· use technology in a manner that infringes copyright or intellectual-property rights.
Accidental access must be reported immediately. A user who encounters inappropriate material should not close, forward, copy or investigate it beyond what is necessary to report the concern.
[bookmark: _93vgokpbum8l]Breaches of the Policy
Breaches will be considered according to their nature, seriousness, intent, impact and the user’s age anneeds. A technical restriction or sanction must not be used as a substitute for safeguarding action. 
Pupil incidents will be addressed through the Behaviour Policy, Safeguarding and Child Protection Policy and individual support arrangements. Responses may include further teaching, increased supervision, restricted access, restorative work and review of risk assessments.
Staff breaches may be managed through safeguarding, low-level concerns, disciplinary, capability or criminal procedures as appropriate.
Visitor, volunteer or contractor access may be restricted or withdrawn.
A technical restriction or sanction must not be used as a substitute for safeguarding action. Where misuse indicates that a pupil may be at risk, the DSL must be informed regardless of any behaviour response.
[bookmark: _ys0b90gvin8l]Training
Staff will receive online-safety and cyber-security information during induction and regular updates thereafter. Training will include filtering and monitoring responsibilities, reporting routes, phishing, data protection, personal devices, social media, artificial intelligence, professional boundaries and emerging online harms.
Pupils will receive progressive and developmentally appropriate online-safety education through the curriculum and everyday teaching.
Leaders will identify additional training needs through incident analysis, monitoring, staff feedback and changes in technology or statutory guidance.
[bookmark: _8nmks4tw07]Monitoring and Review
The Headteacher, DSL and IT provider or technical lead will monitor implementation through filtering and monitoring reports, safeguarding records, cyber-security incidents, data breaches, pupil and staff feedback, training records, device audits and review of acceptable-use agreements.
The Proprietor and Executive Board will receive appropriate assurance that filtering and monitoring arrangements are effective and that identified concerns are addressed promptly.
The school will complete an annual review of filtering and monitoring and an annual online-safety risk assessment. Significant changes, incidents or system failures will trigger an earlier review.
Monitoring will be proportionate, lawful and focused on safeguarding, security and compliance.
[bookmark: _uxo8alaps4ac]Linked Policies
This policy should be read alongside the Safeguarding and Child Protection Policy, Staff Code of Conduct, Data Protection Policy, Behaviour Policy, Anti-Bullying Policy, Mobile and Smart Technology Policy, Low-Level Concerns Policy, Whistleblowing Policy, Curriculum Policy, RSHE Policy, Equality Policy, Accessibility Plan and the school's Cyber Security and Business Continuity arrangements.
The Headteacher is responsible for ensuring that this policy is reviewed at least annually and sooner where changes to legislation, KCSIE, Department for Education digital standards, technology, safeguarding risks or school practice require amendment. The Executive Board will provide scrutiny and assurance regarding implementation, filtering and monitoring arrangements and identified risks. The Proprietor retains ultimate responsibility for compliance with the Independent School Standards.
This policy will be made available to parents and carers on request and via the school website to ensure transparency and shared understanding of the school’s expectations for safe and responsible internet use. 
Separate, accessible Acceptable Use Agreements will be provided for staff, pupils, parents where appropriate, volunteers and contractors. Agreements will reflect the user’s role and level of access. Pupil agreements will be adapted to communication and developmental needs and reviewed with pupils rather than relying solely on a signature.
Agreements will be issued on commencement and reviewed at least annually. A failure or inability to sign does not remove a user’s responsibility to follow the policy or the school’s duty to teach and reinforce safe use.
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